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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle. Not
all technologies identified are available for all cloud services.

ORACLE

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | Oracle Public



«MoapbIBHbIE MHHOBALIUUY HU3MEHHOT U3MeHUs1u Munp

Gougle

) Office 365 S
oo :

ORACLE

ORACLE
=" Microsoft w

-1
!

@ workday.

g/ ON PREMISES PUBLIC CLOUD L
o S =
E ¢l o> w
CoTpyaHuku Motpebutenn MapTHepbl
ORACLE

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |



KoHpunaeHUManbHble AaHHble yXe B obnake

/9%
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MpeanpuaTnin akTUBHO
BHEAPAOT pewweHua ana
3aWMTbl 061a4YHbIX
TEXHO/IOTMIM ANA NYO/INYHbIX,
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BO3MOXHOCTU — Ha Ka*KAoOM Yrny
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be3onacHOCTb:
MeHAeTCA OKPYXeHue
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N3oLpeHHble yrpo3bl

76% opraHmsaumini CTpaaatoT OT yTeuyek AaHHbIX

HenoCTaTOK Ta/1aHTOB

66% no3nuuit B o6n1actn KMbepbesonacHOCTU He
MOTYT 6bITb 3aHATbI NOAXOAALWMMMN KaHANAATAMMU

CANWKOM MHOIO MHUMAEHTOB

JInwHue nHumpeHTtobl SOC BeayT K 3aTpaTtam 4o
S1.27M B rop,

bpewun B nepumetpe

91% 6ecnoKkoaTca o be3onacHocTM B ob61aKe; ToNbKO
14% cumnTaloT, YTO CeTEBOM BE30MacHOCTU AOCTAaTOYHO

2015 Economist Intelligence Unit, Gartner 2016 Cloud Security Research Report; Ponemon 2016,
Crowd Research Partners 2016 McKinsey, 2016 Right Scale, Global State of Information Security Survey 2016
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B3aMmMHasa oTBeTCTBeHHOCTb

Nnpu NCNOJIb30BaHMN 061aKOB EEN Paa$S SaaS

Service config Service config Service config
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CTaTnyecKasa 3almTa

AOCTATOYHO /11 SOC
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Oracle Cloud Security: nepexoa B o6a1ako
bbicTpee n 6e3onacHee

Security Monitoring

Identity & Analytics :
Cloud Service Cloud Syervice CASB Cloud Service

Cn &S

ldentity SOC (Security Opera?ions Center)

L e

Hybrid Data Security
Protection: Database

Security (\)

API Platform
Cloud Service
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ldentity
Cloud Service O

Hybrid Identity

YnpaBneHue y4yeTHbIMU 3aNUCAMMU
nosb3oBaTesien AN 061a4YHbIX U NOKA/IbHbIX
NPUNOXKEHUN KOPNOPATUBHOTIO KAaacca,
rmbpunaHbIX pa3BepTbiBaHUN

Open and Standards-based

BbicTpan nHTerpaumnm obaavHbIX U NTOKANbHbIX
NPUNOXEHUN C ucnonb3oBaHnem 100%
OTKpPbITOro, OCHOBAHHOTIO Ha CTaHAAPTax
peleHuna

Secure Defense In-depth

Cepsuc Oracle Public Cloud (OPC) no3sonser
NPOU3BECTU UHTErPaLUIO C UMEIOLLIUMUCS
CPeACcTBaMU U YCUNUTb 3aLLULLEHHOCTb PeLleHun
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CASB
Cloud Service o

Ob6Hapy:keHue

[MocToAHHOE BbIABAEHNE PUCKOB, CBA3AHHbIX C 061a4YHbIMU
NpunoxeHmnAmU - Saas, PaasS, npunoxkeHuma Ha laaS

ORACLE | palerra

be3onacHoOCTb

ABTOMAaTM3NPOBAHHOE YNpaBAeHNE NOAb30BaTENAMMN, AAHHBIMN,
COAEPKMMbIM, MPUNOKEHUAMM, HACTPONKAMU U

NHPPACTPYKTYPOM

MOHUTOPUHT

[NOCTOAHHbIA MOHUTOPUHT AENCTBUIM NONb30BATENA U
KOHdUrypaumnm 6e3onacHOCTU M co3gaHUe NHUUAEHTOB

OTtBeT
ABTOMATM3MPOBAHHOE YNpaBJAeHNEe UHLUAEHTOB U OTBETHOM
peaKkuuen yepes BCTPOEHHbIE CPeACcTBa U MHTErpauuto co

CTOPOHHUMMN NPOAYKTAMU
ORACLE
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Security Monitoring and Analytics (6)

Cloud Service

KomnnekcHoe obHapyKeHune

Pa3nunyHble }KypHaabl, METPUKMN, AaHHbIE
KOHTPO/IS U MEeCTa PaCMnOo/IOKEeHMA UCTOYHMKA (on-
premises uau cloud)

BbicTpoe paccnegoBaHue
NHTYyUTMBHAaA BM3yain3auma yrpos n paHHee
npeaynpesxxaeHune

KoppeKTHOoe ycTpaHeHUe HapyLeHnM
MoLLHble MexaHW3Mbl aBTOMATUYECKOro
McnpaB/ieHMA BO BCEM AMana3oHe peweHunin UT
CTeKa

bbiCTpaa OKynaemocTb

[oTOBblE peweHUa ana noctpoeHna SOC
(Security operations center)

ORACLE
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API Platform
Cloud Service @

OnepaTnBHOCTb

MoBblleHNe oNepaTUBHOCTM U KayecTBa
Pa3paboTKM NO3BOAAET NOBLICUTH AOXOAbI

ORACLE Dewiope Poral B e Wwicaeys O 3.
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HarnaaHocTb N = =

[lonHoe n yeTKoe npeacTaBaeHne O S e ‘
XapPaKTEPUCTUKAX NPUSTOKEHUN ’ g::;:d e .
be3sonacHoOCTb

NMpumeHeHne Hanbonee akTyalbHON
NO/IMTUKM Be3onacHoOCTU AN
NPOTUBOAENCTBUA COBPEMEHHbBIM YrpO3am
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Compliance
Cloud Service =

Ha ocHoBe CTaHOapTOB
BbinonHeHue CTaHAaAPTHbIX KpUTepmues COOTBETCTBNA B
MacLuTabe obnaka

YYyeT KoMmnaeKcHbIx TpeboBaHUM

OueHKa COOTBETCTBMA B OTHOLLIEHUN MHPPACTPYKTYPbI
N CTEeKA NPUNOKEHNN ANA 06/1a4YHbIX PeeHni u on-
premises

OnepaTUBHbIN

BbicTpo onpegennTtb Bale COOTBETCTBUE
KOPNOPaTUBHOM NOANUTMKE MU YCTPAHEHME HAPYLLUEHMN

Pacwmnpaembin

BO3MOKHOCTb BbINOAHATb NO/1Ib30BATE/IbCKUE CKPUMNTDI
Ana obecneyeHmnsa cobnoaeHns CTaH4apPTOB
opraHu3aumnm
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[MbpnaHaa 6e30NacHOCTb AAdHHbIX =

OueHKa

oueHKa okpyxeHua CYb/], sBkntoyaa goctyn K ‘
KOHOUAEHUNANBbHBIM AAHHbIM, MPUBUNETUN U
KOHPUrypaumm

[lpepoTBpalleHune

[NpenoTBpalleHne HeaBTOPM30BAHHOIO A0CTYMa K
AaHHbIM Yepe3 WndpoBaHMUE, MAaCKNPOBAHUE U
KOHTPO/b A0CTYyNa

ObHapyrkeHune

[NOCTOAHHDI MOHUTOPUHT U peaKUUNA HA
dHOMaJ/IbHOE noeegeHune
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ORACLE

CLOUD

|
Secure Cloud

Security Services

KomMmnnanekcHas
6e30nacHOCTb
aAna obnaka

BcTpoeHHble CornacoBaHHoOe
cpeacTsa KOHTpOAA rmbpuaHoe
Ha KaXXa0M ypoBHe pa3BepTbiBaHMeE




Oracle Cloud

{ V 3aKa3umKa \

CUSTOMER il )
DATA CENTER ¢ PUBLICCLOUD ‘

FIREWALL

Oracle Public Cloud B Bawem UO/le Ha Tepputopumn PP
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[lononHnTenbHaa MHPOpPMaLUA

Oracle.com/Security
e |dentity
« CASB

* Security Monitoring
and Analytics

 API Platform
Compliance
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Cnacubo 3a BHUMaHue!

Cepren basbInbKo, K.dd.-M.H.
sergey.bazylko@oracle.com
+7 915 018 8804
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Certified Information
Systems Security Professional

' Certified Cloud
Security Professional
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Integrated Cloud

Applications & Platform Services
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